(€) With regard to.ipienl, it was observed above that the mere intent to mislead the 
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complainant suffice. The law requires iment to cause prejudice to the 
i ME e cue Movie uated Gut far eunt ws consti 
fraud, it is not required that the complainant should have believed the accused 
(the hacker)." The question of law that anses ix Whenever a hacker attempts to 
penetrate a computer system but fails, is intent to defrand the complainant present? 
It ts ed that where a hacker atlempis to penetmie à computer system, he 
poses the following risks: 
(a) A risk that the owner may lose control over his computer, if the hacker (for 
imstance) renders the owner's hard drive inaccessible or inoperable 


A risk that the owner may lose control, temporarily or permanently, over his 
digital files, if the hacker deletes, modifies, copies or news them. 

A risk of infringing the owner's immaterial property rights (such as copy- 
nghi, mght to confidential information, right to goodwill and right to trade 
without unlawful interference), should the hacker succeed in penetrating the 
security system. 

A subsiantal risk of infringing the owner's common law, as well as 
combitubonal, night to privacy. 

(e) A msk of loss of reputabon should third partes such as chents or potential 
Denis discover or learn that a hacker penetrated the business’ computer 
system. There is also the risk of negative media publicity 

A nsk of loss of credibility in the computer system: Employees may be 
reluctant to store confidential information on the hard drive for fear that the 
hacker may have installed an undetectable Trojan hone that will forward 10 
iS creator sensative business information, as well as inform him of the 
passwords that render access to the computer system. 


(d) 


Therefore, it is submitted that the clement of potential prejudice is present: A | 


nc 


nak of prejudice existed when the misrepresentation was made.“ It is further A 


submuiied that sach “potential prejudice" is not too remote in that some local | 


courts were walling to recognise a risk of loss of reputation where the com- ) 


plamant was defrauded by the accused. 


It is also contended here that there 15 authority for the submission that an 


unsuccessful hacking aflempt constitutes potential prejudice. Snyman gives the 
following example of fraud: 


"Verondersiel X verweker alle items wat am hom behoon by 'n sekere ver- 
teen diefstal. Dearne cis by c bedrag geld van die vor: 
y op grond daarvan dee sekere artikels wal aan hom beboon. 


nadeel gely het nie, X we wenveorstelling potensiéle nadeci . ma 
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The South African Law Commission was of the opinion that gaining scooss to 

"a computer without authorisation and modifying informalion stored on that 

does not constitute malicious injury to property in that the law requires 

the damaged property to be corporeal. They furthes maintained Ust it is un- 

certain bow the concept of “damage”. in relation to computer data and software 

applications, would he interpreted by our cour © Some South African com 
mentators are of the same opinion. 


331 General princtpies 


qme tsditional definivon of malicious injury to property is the unlawful and 

imennonal damaging ol ry belonging to anpah = E couns Created 4 
specific exception to dus definition namely (hat A can be found guilty of »% 
malicious injury to property where he sets fire to tus own insured property in. 1 
order to claim its value from the insurance company. This aspect s discussed _) 
below 


Five elements have to be present in order for conduct to constitute this 
offence, namely damage, unlawfulness, causation, mtent and property.” These 
elements are now discussed separately 


] 
E Damage. Secing that in the case of computer-related cn mes no physical 
AA o] property is damaged. it has to be determined whether the law recogniscs 
Y other forms of "harm" or prejudice as sufficsent "damage" for this offence. In 
4 R v Bowden" the accused painted two statues. The court, dealing with the 
geesuon whether such conduct constitutes damage to property, noted thal 
“Dic is egier wenalik dat dear Cres o Iym geirck moet word i^ verband met de 
bevkadiging van "n sank. Word "n sask permanent geskend dan ix daa beskadiging 
as die saak van enigo waarde ix vir die eienaar Word u mak geskoné maar op so 
m manier dal dit heretic! kam word en die berwelling lewer koste of moeite vir die 
eenazr dan is daar ook beskadiging. As dic saak self pora waarde het nic of dic 
ade wat berokken word is onbenallig behoort die beskadiging mc a: "n misdaad 
te geld me = 


u 


Soyman correctly notes that "[d]aar sal gewoonlik aangeneem word dal daar 
beskadiging is as daar op so u manier met die AK gepeuter is dat dit dic 
cienaar geld. arbeid of mocite kos om dit weer te herstel tot sy oorspronkz 
like vorm.. For this reason, Burchell and Milton maintain thai letting out 
the air of A's tyres constitutes malicious injury to property in that such $ * 
conduct imerferes with A's use of the property, albeit temporarily.” Finally; 
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Wet and Swanepoel observe (hal “Taken vermetiging moet mens gel 
— die wegdoen van "n saak op so "n wyse dat dit vir alle prakticse docl- 
cindes nie teruggevimd kan word nie". Hum, in turn, attaches the following 
meaning to “damage”. 
“Subject then w the de minimi prisciple, there y damage where X meddles with 
ihe property in wach a way thar I & deszroyed or lost or permanently damaged, or 
damaged with the result thal X reasonably requires reps, whether this costs the 
owner money or faber, er m such à way Dat Di um is permanently or temporary 
interfered wish. * 
(>) Uniaxwfulpess. A's conduct in causing damage lo Bs property must be 
unlawful according to the hon! mares 
ic) Cawsation. There mas be a causal connecbon between the damage and the 


(4) Malice is vol required by our courts, even though the-affence is 
as “malicious injury to property . > Mere intent (opser) is required” 
and thus dolus eventwalis as well as dolus indirectus will suffice. It ıs 
submitted that dolus indererminatus also suffces for the purpose of thus 
offence: “X hoeí aie die opset te de om che cen of ander bepaalde penwon ic 
benadeel mic. In baje gevalle wan saakbeskadiging wcct X trouens poc een 
wie die cietaar is nic. " 
South African courts have invanably required an intention to injure (citer 
the owner or property of the owner) as an essential clement of the offence of 
malicious injury to property.” la A y Maruba the court noted that "il ts mol 
necessary for the Crown to establish the existence of a specific intenbon to 
injare the owner: when proof is provided that an accused injured the pro- 
perty of a person, it will be presumed that he intended to injure the owner”. 
ic) All South African commentators masntain that the object of tus 
must be corporea] " The following observations have to be made 
bere (4) le should be kept in mund that the offence of malicious injury to 
propery did mot exist in our common Taw and that it was created by the 
Cape Proviscial cours” (u) There exists an exception to the general | 
definition stated above, namely that where someone else has a subuantal \ 
interest in A's property (such as an insurance company) and A destroys ii m 
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¿(As in the case of fraud and thefi, such conduct n clearly against the boni mores 
A and therefore unlawful, Purthermore, & is assumed thal the stale can prove Unt 
$ ( me hacker or virus. programme caused such damage. Accordingly, only Ihres 

elements necd to be examined here, ammely intent lo injure the owner or the 


property of the owner, damage, and property 


f^ 3321 Ince to injure the owner ox dbe property of the owner 
NN It is clear al Where a hacker intentionally deletes files on A Computer he has the 
intentos to inhere the owner in that such data will be lost (forever, if the 
proprietor does not have any back-ups of the information) The same line of 
reasoning apples where » hacker imentionally causes files to be corrupted, as 
well as where he formats a hard drive or renders such hard drive permanently 
inaccessible. By formalting Une hard drive, the hacker imends to delete all uU 
files saved on the hard disk Where the hacker renders a hard da ve temporanly 
” insccessible or isoperable, he has the intent to injure the owner of the computer 
Y ie that it will take the lamer time as well as labour to repair the computer, Where 
ie computer owner uses thind parties (such as computer experts) to repair the 
> computer or operating system of the compuler or to recover electron coment or 
"some of the content, he suffers financial prejudice. The owner is also prejudiced 
in his use of the computer system. 


Where a virus released onto the Internet causes such damage, the virus pro- > 
v grammer Gefinucty had delas Indeterminanes in Chat be released sach a 
| dangerous computer programme onto the Internet and did not care whose com 
L puters would be rendered inoperable or whose data would he deleted os 


corrupted 
3322 Damage 


„Were a hacker oc a virus programene deletes a file (or even a part of a file) such 
conduct constitutes damage in that it will take thc owner considerable time to 
recompile the mformabon contained in the onpinal document. The question that 
A ariscs is what happens where the propncior made back-up copies. 1 is submutied 
y that normally the information contained in back-ups will, at least, be a few hours 
or days old and thus new information is lou. Where up-to-date back-up copses 
exist, m ts submitied that an clecvonic file (incorporeal property) was still 
damaged (destroyed) and ut will be of no avail for the accused to say that the 
vicum did not suffer loss because he possessed up-to-date back-up copies. 


/^ Furthermore, it is sobmíned that where a hacker or a virus causes a hard drive 
5 \ to be inaccessible, the hacker not only “damages” the electronic data previously 
i ¢ stored on the duk. but also damages the disk in that it will take the complainant 
- considerable time to reload all the computer programmes onto the disk in order 
_ for the computer to function properly, 
a \ Finally, in all these instances the hacker substantially interferes with the use of 
3, We property, namely either the electronic file or the hard disk. He either renders 
\ the specific data or the entire computer unusable 


3323 Property 


The question arises whether the property damaged must be corporeal in nature. 
There are three possible arguments in favour of the view that incorporeal data 
and content will suffice for his particular requirement: 


i? 


